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	1. Network Details

The Traffic Control platform provides access to the GSM network and is used by the PROTECT module to intercept messages for screening prior to relaying them to the SMSC. The PROTECT system uses a sophisticated rules engine to screen incoming messages against a variety of pre-configured criteria. It is a powerful, rules based system that is highly configurable and which can target specific message types to remove known threats. PROTECT also uses intelligent heuristic algorithms to classify messages as fraudulent based on unusual patterns of submission or content.

The figure below illustrates how the Traffic Control PROTECT module checks against incoming Spoofed MO_FSM messages.
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The diagram shows how a malicious user attached to a MSC in a foreign network, pretending to be an out-roamer of the home network, sends a MO_FSM message destined for the home SMSC. 

The sequence of actions is as follows:-

1. The malicious user sends a MO_FSM with SCCP Calling Party = MSCX and MAP Layer OA = 111 (that is, the message uses the MSISDN of the home network user that the fraudulent user is masquerading as).

2. The Traffic Control platform with the PROTECT module receives the message and checks the location of the originator by sending a SRI_SM message to the home HLR, where the SCCP Called Party = 111.

3. The HLR responds with a SRI_RSP. which contains the location of the user (that is, the VMSC = MSC B).

4. Traffic Control compares the VMSC from the HLR with the SCCP Calling Party of the MO_FSM and if the values don’t match then the message is fake and will be handled depending on the configured action plan.

Network Details (cont.) 

The same scenario is illustrated in the sequence diagram shown in the diagram below, which also shows a successful case of an MO_FSM from an out-roamer being checked by Traffic Control with the PROTECT module and sent to the SMSC.
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2. Conclusion

Fraudsters are becoming an increasing problem for mobile operators as attacks on messaging infrastructure become ever more sophisticated and ever more aggressive. Core messaging revenues are continuing to erode such that SMS Spoofing implies some specific commercial challenges. Firstly, messaging revenues will become increasingly sensitive to leakage. In addition, retaining subscription revenues will become more important than incremental revenues per message, such that the detrimental effects on customer loyalty due to over charging will be unacceptable.

The Protect module deployed with the Traffic Control platform represents the market-leading defense against this significant threat, based on the accumulated experience of real-world fraudulent behaviors that Openmind Networks has previously addressed. This experience has indicated that the nature of malicious activities can evolve rapidly, mandating a flexible approach to mitigate against the threat. The Protect module is highly configurable in this regard and the screen shot below describes how a rule can be defined using a web based interface to guard against emerging SMS Spoofing mechanisms as they are identified.
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As malicious users become increasingly resourceful, and the commercial implications of SMS Spoofing become increasingly significant, mobile operators need to acquire the best possible protection of their messaging infrastructure, revenues and customers. Openmind Networks has the experience to provide best-in-class defensive processes and the Protect module coupled with the Traffic Control platform provides the best-of-breed SMS Spoofing product technology

Openmind Networks is the world’s leading Next Generation Messaging Systems provider. Its product, Traffic Control, is a Next Generation Message Router that allows operators to consolidate legacy SMSC, first delivery router, and application delivery router platforms into a high performance, multi-purpose messaging engine.
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