
Enterprise Transformation Strategy 
with Cybersecurity for Utilities A NORTH AMERICAN ALLIANCE



NavigateOne™ Meets Sophic™

NavigateOne™ is a foundational methodology 
pioneered by AAC Utility Partners that 
includes an industry-leading set of proprietary 
processes, tools, templates, and software 
completely scalable and customizable to the 
unique needs of utilities’ software initiatives.

NavigateOne™ combines 17 years of 
technical expertise in guiding utility mission 
critical digital transformation projects to ensure 
they are client-focused, business-driven, 
and governed to achieve fully contracted 
functionality. 

The Cyber Entrepreneurship and Business 
Development unit of Israel Electric Corporation 
(IEC) provides a sophisticated suite of battle-
proven cyber tools and solutions, known 
as SOPHIC™ Suite. This methodology is 
based on 25 years of real-life experience in 
a challenging geopolitical environment facing 
24/7/365 cyber challenges and is solely 
focused on protecting critical infrastructure.

About the Alliance

AAC Utility Partners (AAC) and Israel Electric Corporation 
(IEC) find a common purpose in serving the utility industry 
and the challenges of digital transformation and information 
systems security, both of which are integral to day-to-day utility 
operations and management. 

The AAC/IEC Alliance provides a consolidated resource, 
uniquely qualified to guide utility executives in the decision-
making process of developing effective strategic approaches to 
data and cybersecurity concerns that impact utility companies, 
their customers, and their stakeholders.

Recognizing that cybersecurity touches every aspect of an 
organization, the AAC/IEC Alliance –

 ● Focuses on the assessment, selection, and delivery of 
utility support services for enterprise cybersecurity and 
solutions (cloud and traditional) for critical infrastructure 
operations;

 ● Leverages AAC’s and IEC’s proprietary solutions 
NavigateOne™ and SOPHIC™, respectively; and

 ● Offers utilities a unique approach to strategically assess 
their combined systems of IT and OT operations, with a 
focused view of ensuring cyber safety across all platforms 
– Cloud/Hybrid/On-Premise.



OVERVIEW OF CYBER ASSESSMENT METHODOLOGY

• Scoping 
Workshops

• Proposal of 
Services

• Strategic Planning
• Review Previous 

Assessment(s) and 
Roadmap

• Perform Rapid Cyber 
Assessment (IT/OT)

• Education and Training
• Advisory and Planning
• Risk Analysis 

• Critical Risk Mitigation
• Advisory and Planning
• Finalize Roadmap and 

Establish KPI’s
• Identify What Needs to 

go to RFP
• Project Approval Support

• RFP Development / 
Management

• Vendor/SI Demonstration 
Management

• Vendor Shortlist
• Scope Confirmation
• Statement of Work 

Negotiations
• Activate Cyber Support 

Services

• N1 Synchro Leadership 
Roles

• Activate Cyber Support 
Services

ASSESSMENTPREPARATION CRITICAL CYBER 
MITIGATION ROADMAP

SELECTION AND 
MAINTENANCE IMPLEMENTATION

The NavigateOne™/SOPHIC™ suite of products and services 
were designed specifically for and proven by utilities to 
continuously improve efficiency, productivity, and cyber maturity.

“In the exponential world of paradigm change in most 
of our life processes, alliance with AAC is timely, as the 
market is calling for the unique combination of expertise 
we collectively offer in the utility cloud and cybersecurity 
space.”

—Yosi Shneck, Head of Cyber Entrepreneurship and 
Business Development, Israel Electric Corp.

Combined strengths of the Alliance include:

 ● Proven track record with implementation, upgrade, and 
replacement of mission critical systems

 ● Battle-proven cybersecurity practices, models, and tools

 ● Continuous adoption of new regulatory requirements 
based on more than 40 worldwide cybersecurity regulatory 
bodies and frameworks (DHS, TSA, APA, NERC, CISA, 
Presidential Orders, etc.)



Typical Cybersecurity Challenges

 ● Lack of understanding of organizational cyber readiness or 
the cyber organization by top management 

 ● Traditionally IT and OT have been separate worlds within 
utility organizations having different goals, budgets, and 
strategies

 ● Lack of a detailed assessment and roadmap for both IT and 
OT

 ● Lack of a centralized Security Operation Center (SOC) for 
IT and OT

 ● Lack of systematic cyber assessments, with automatic 
adoption of new regulatory requirements 

 ● Digitalization of OT environments has significantly increased 
risk of infiltration and the pace of required changes

 ● OT test and validation environments are not standard

 ● ICS/OT/SCADA require 24/7/365 support and maintenance, 
often from external vendors, making remote access a 
primary attack vector

 ● Protection of information/data between restricted and non-
restricted networks Portfolio of Services

Portfolio of Services

UTILITY MISSION-CRITICAL SYSTEMS FOCUS

 – Procurement and scope definition
 – Statement of work negotiation
 – Applications 
 – Leadership
 – Cloud solutions

CYBERSECURITY-SPECIFIC FOCUS

 – Workshops and training
 – Accession and consultancy services
 – Advisory and planning
 – Rapid assessment
 – Multiple SaaS Solutions
 – Test and validation facility for OT 
 – Continuous cybersecurity near real-time status  
monitoring and presenting

For more information, contact:
Shannon Campbell, Business Development Manager
scampbell@teamaac.com  |  803-736-9486




